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Abstract—IOTA is a distributed network that, among other
usage areas, allows anyone to create channels of encrypted data
that third parties can subscribe to and receive updates from in
real-time, through a protocol layer called ”’masked authentication
messaging.” This paper will explain how authenthicity and
confidentiality is maintained for the messages posted through
such channels.

I. INTRODUCTION

IOTA is a distributed ledger technology (DLT) based on
ternary logic' that, contrary to many other technologies in the
field, such as Bitcoin and Ethereum, uses a directed acyclic
graph technology called the “Tangle” rather than a blockchain
to attach and propagate transactions and data [1]. IOTA allows
transferring value in transactions using the IOTA cryptocur-
rency. However, unlike most other DLTs, IOTA allows zero-
value transactions, i.e. transactions which carry only data and
no value [1].

This creates several opportunities for decentralized data
transfer, especially for sensors and other Internet of Things
(IoT) devices [2]. One of the possibilities this opens is the
ability for interested parties to subscribe to the data stream
from a sensor and receive updates in real-time on, for example,
the temperature and humidity of a particular environment,
or the air quality index and greenhouse gas emission levels
at a popular traffic intersection, without needing servers and
infrastructure to facilitate the distribution of that data. A
protocol has been designed for this kind of data transfer, called
masked authentication messaging, or MAM for short [3].

Masked authentication messaging allows a device connected
to a Tangle node to broadcast encrypted messages to a
“channel” that anyone with the right access credentials can
access and follow. Channels can be forked into multiple
data streams, and offer several ways to restrict their contents
only to those who have been authorized to view them. Each
message in a channel is sent as a zero-value transaction to
a particular unique address, the address itself being chosen
separately depending on the type of channel (public, private
and restricted), and which is only used once. Each message
has a reference to address that will contain the next message in

The ternary equivalent of bits and bytes are trits and trytes. One tryte
consists of three trits, each of which may have values -1, 0 or 1. The 27
possible combinations of trits that can make up a tryte are represented in
IOTA as the number 9, followed by uppercase letters A through Z.

the channel, allowing subscribers with access to one message
to also find future messages in the data stream [3].

II. MESSAGE AUTHENTHICITY

A core aspect of securing a data stream is to ensure that
third parties cannot impersonate its author. MAM channels use
their constituent transactions’ addresses to identify messages
belonging to a channel. However, IOTA is a decentralized
network where any node can send any message to any address.
This means that if a message in a MAM channel points to
a particular address as the location of the next message in
the channel, that address is not guaranteed to contain only
the legitimate transaction that is part of the MAM channel
- it could also contain other transactions that malicious third
parties have intentionally sent to try and hijack the channel.
This attack vector is mitigated through message signing.

While many DLTs use RSA or similar algorithms for
transaction signing, IOTA has opted for using a signature
scheme based on Winternitz one time signatures [4] using
Kerl, a trinary wrapper for the Keccak hash function, as its
hash function [5]. Winternitz signatures have the advantages
that they are fast to compute, and offer much greater resilience
against quantum computing attacks than traditional factoring
algorithms such as RSA [6]-[8], but come with the drawback
that each signature can only be used once—re-using a signing
key makes it significantly easier for threat actors to forge an
authenticated signature for a message, as 50% of the key used
to sign the message is exposed with every signature [5], [9].

MAM transactions are signed through Merkle trees. The
root of the Merkle tree is used as the ID of the MAM channel,
and a new Merkle tree is generated for each message in
the channel [3]. The leaves of the Merkle trees are hashes
generated from a combination of the seed, i.e. a private key,
chosen by and only known to the MAM channel publisher,
combined with the index number of each leaf in the generated
tree, starting from ¢ = 0 for the first leaf of the first tree of the
MAM channel, which together form a subseed [10], [11]. The
publisher, who has the seed, can generate any Merkle tree
starting at any index and with any depth/number of leaves
for that specific seed. Because the Merkle trees for future
messages use leaves hashed from the same seed as the previous
message, where the index of the first leaf of the tree is the next
index from that of the last leaf of the last tree, the publisher



of the channel can generate Merkle trees for all successive
messages in their channel at any point in time [10].

The channel publisher signs their message using one of the
leaves of the Merkle tree, and attaches the signature of the
message, the index of the used leaf in the tree, its siblings,
and the root of the Merkle tree that will be used to sign the
next message in the channel, to the MAM message [3], [10].
They can then send the channel ID to parties who want to
subscribe to the channel, who will then look up the message in
the Tangle by its transaction address, found using the channel
ID, i.e. Merkle tree root [10].

When a party wants to validate a message in the channel,
they validate the signature of the transaction and match it with
the attached siblings to form a Merkle tree root [12]. If that
root matches the provided channel ID, the message is verified,
and is thus known to originate from the correct MAM channel
publisher. The message also provides the Merkle root of the
next message in the channel, allowing subscribers to look up
the next message on the Tangle and repeat the process using
the next root as the channel ID for future messages [3], [10].

III. CHANNEL CONFIDENTIALITY

All MAM messages are, along with the Merkle tree signing
leaf index, its siblings, and the root of the next Merkle tree,
encrypted [10] using a ternary sum operation [13] that behaves
similarly to the binary XOR, in practice performing a modulo
3 on the sum of two trits [14]. Encryption of the payload is
done in blocks of 243 trits—for the first block, an optional side
key (explained later) is absorbed by the Kerl hash function,
followed by the encryption key, the leaf index, and the length
of the encoded message [12]. After this operation, the hash
function will have a certain state—an array of trits that varies
based on the absorbed input. The first 243 trits of that state is
then used as the key that is summed into the payload block
[13]. The unencrypted block is absorbed into the same hash
function instance, in turn causing the state of the hash function
to update. The 243 first trits of the new state are now used to
sum the next block of 243 trits from the payload. This repeats
until the entire block has been encrypted [13].

When MAM messages are published on the Tangle, they
are sent to a certain target address. MAM supports three
privacy/encryption modes for MAM payloads—public, private,
and restricted—that change how the target address is generated
and encryption is performed [3], [10]. In public mode, the
Merkle root, i.e. channel ID, is used as the address of the
transaction, as well as the encryption key. This means that
anyone can stumble across a MAM transaction, use its address
to decrypt the payload, read the data, and find the address of
the next message in the channel. Private mode uses the hash
of the root as the transaction address instead—anyone can still
find the transaction, but since the hash is not reversible, the
root cannot be found to decrypt the payload, meaning the root
must be known to read the message. Restricted mode works
like private mode, but requires an additional side key as the
encryption key of the payload, hence both the side key and
root must be known to read data from the MAM channel [10].

IV. CONCLUSION

When data is exchanged between two parties, it is vital
that third parties cannot impersonate one of the parties and
provide falsified data to the other party. Depending on the
type of data that is exchanged, it may also be necessary to
ensure that the transferred data is kept confidential, and not
accessible to uninvited third parties. Thus, the need for data
authentication and confidentiality arises. IOTA, being a dis-
tributed ledger, principally allows anyone to make transactions,
though through usage of a Merkle tree-based signature scheme,
a guarantee can be made that data transferred through a MAM
channel did in fact originate from a trusted party whose
messages on the Tangle can be authenticated and verified.
Furthermore, IOTA allows for MAM channel messages to be
encrypted using hash-based ternary sum symmetric encryption,
preventing unauthorized parties from listening to the data
stream—thus, both authenthicity and confidentiality of data
can be preserved for MAM data streams on the IOTA Tangle.
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